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Abstract— We study the optimization of malicious software
removal or patch deployment processes across multiple net-
works. The well-known classical epidemic model is adapted to
model malware propagation in this multi-network framework.
We capture the trade-off between the infection spread and the
patching costs in a cost function, leading to an optimal control
problem. We linearize the system to derive feedback controllers
using pole-placement, linear quadratic regulator (LQR) optimal
control, and H> optimal control, where we explicitly model
measurement errors in the number of infected clients. The
resulting patching strategies are analyzed numerically and their
results are compared.

I. INTRODUCTION

Self-spreading attacks on computer networks such as
worm epidemics are expensive not only due to the damage
they cause but also due to the challenge of preventing and
removing them. For example, the cost of the Code Red virus
attack [1] of 2001 was estimated at $450 million in lost
productivity, and an even larger $740 million in cleanup,
monitoring, and system checking [2].

Unsurprisingly, the problems of malware response and
removal have caught the interest of the research community.
The well-known classical epidemic model has been applied
extensively to medical epidemics [3]. More recently, this
model has been used to study the propagation of and response
to worm epidemics in computer networks [4]-[7].

A detailed analysis of the detection of a particular type
of worm epidemic has been provided in [7]. Specific worm
epidemics such as Code Red and Slammer have been studied
in [1], [8]. The question of how to contain a worm epi-
demic on the Internet has been investigated in [4]. Recently,
quarantine strategies relying on dividing the networks into
subnetworks have been proposed in [5] and [9].

Optimization as well as decision and control theory have
been applied to network security in several contexts. In [10]
and [11], game theory was used for quantitative model-
ing and to develop decision-making strategies for network
intrusion detection and response. Control theory has been
applied to the problem of worm propagation by controlling
the number of connections made by an infected host [12].
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Optimization of system administrator time and efforts has
been studied in [13].

A. Summary of Contributions

In this paper, we study the optimization of patching
response strategies to a worm epidemic. While hosts infected
with a worm are costly for a network, patching costs are also
significant [2]. We study how to balance these costs against
each other when multiple connected networks are threatened
by malware.

The classical epidemic model has been successfully ap-
plied to the spread of and response to worm epidemics in
a single computer network. We consider the behavior of
a worm epidemic in several networks to obtain a multi-
dimensional version of the classic epidemic model.

To find appropriate malware response strategies, we utilize
tools from optimal control theory. In order to apply optimal
control theory to this model, we must first explicitly specify
the costs of infected hosts and of the effort required to patch
them. The resulting cost function is used in conjunction
with the multiple network version of the classical epidemic
model differential equations to determine closed-form ex-
pressions for the feedback patching strategies. To derive these
strategies we first linearize the model differential equations.
Then we can derive controllers using pole placement, LQR
optimal control theory, and H> optimal control theory. The
advantage of H* optimal control theory in particular is that it
considers worst-case system and measurement noise, which
will capture the model inaccuracies and noisy measurements
that impact the application of this theory.

We numerically analyze these patching response strategies
and compare them with other heuristic patching strategies.
We show that the proportional patching response rate is not
necessarily optimal for the classical epidemic model. To
the best of the knowledge of the authors, this is the first
application of optimal control theory to the worm epidemic
response problem and to the classical epidemic model.

In the next section, we introduce the epidemic model.
Then, in Section III, we derive malware removal control
laws using stability theory, LQR optimal control theory, and
H®® optimal control theory. Simulations of these controllers
follow in Section IV. Finally, Section V contains concluding
remarks and suggestions for future research.



II. THE EPIDEMIC MODEL

We base our multiple network model on the classical
epidemic model. This model uses a differential equation to
model the spread of worm or virus in a computer network.
For a single network, the classical model is

#(t) = BN — z(t)] x(t) — u(t), ey

where u(t) is the number of patches applied at a given time,
z(t) is the number of infected hosts, N is the number of hosts
in the system, and 3 is a parameter that captures the rate of
spread of the epidemic and is referred to as the pairwise rate
of infection.

For multiple networks this model can be expanded and
generalized. If we consider M networks, let x;(¢t) denote
the number of infected hosts in network ¢, where i =
1,2,..., M. Likewise, let u;(¢) denote the malware removal
rate for network i. Let « stand for the cross-network pairwise
rate of infection. Note that the more security measures are
used between various networks, the smaller « is relative to
(. Also, let N; denote the number of hosts on a particular
network <. In general, because computers on a network are
more likely to communicate with each other than those on
different networks, and because individual networks typically
have independent security measures, malware will be as-
sumed to spread more rapidly within a network than between
networks. Therefore, 3 > «. Overall, we arrive at the model

@i (t)=B[N; — z;(t)] z;(t)

M
+ Y alNi - wm@)) ) —u(t), @)
J=1,j#i
fori=1...M.

Another epidemic model considers the case where hosts
that have had malware removed are no longer susceptible to
malware infection. This model is referred to as the epidemic
model with removals. When restricted to one network, this
model is

L1 (t)=B[N — z1(t) — z2(t)] 21(t) — u(t)
ia()=u(t). 3)

Note that for each network, there are two state variables.
The first is the number of infected hosts in the network. Its
dynamics are very similar to those of the regular epidemic
model. The second keeps track of the number of hosts that
have been patched and are thus not vulnerable to attack.

The epidemic model with removals can also be extended
to the case where we have multiple networks. This leads to
the set of 2M coupled differential equations

i(t)=0 [Ni — 2i(t) — z2:(t)] 4 (t)
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fori =1... M. Here xz1,...,x)s are the number of infected
hosts in networks 1,...,M and xpr41,...,220 are the

number of patched hosts in networks 1 through M.

Traditionally, when patching infected hosts, it is assumed
that a particular proportion of them are patched at each
time instance, i.e., u;(t) = kx;(t) for all i = 1... M. The
coefficient « is known as the removal rate. Here, we will
refer to this scheme as a proportional patching controller.

In order to find an optimal control strategy, a cost must
be chosen. Traditionally, quadratic costs are implemented
on both the state (number of infected hosts) and control
(patching rate). This structure makes sense theoretically and
is tractable mathematically. Consider the cost

J(x(t),u(t))/ooo (x"(t)Qx(t) + u” (t)Ru(t)] dt, (5)

where x and u are vectors of the state and control variables.
In the classical epidemic model, the ) and R matrices are
chosen as diagonal matrices, with the (4, %) entry designating
the cost of an infected host in network ¢ (for () and a
particular patching response rate in network ¢ (for R). In
the epidemic model with removal, the () matrix is similarly
structured but with no cost placed on states xp;4+1 to Zops,
as these merely keep track of the number of patched hosts.
The R matrix is unchanged in this case.

III. FEEDBACK MALWARE REMOVAL RESPONSE

We now use the multiple dimension versions of the classi-
cal epidemic model and the epidemic model with removals to
find the feedback responses to malware epidemics in multiple
networks. We can choose such responses to be stabilizing or
optimal in some sense. Deriving such responses is facilitated
by first linearizing the models.

A. Stabilizing Response

One approach to this problem is to simply attempt to
stabilize the system, which corresponds to having no infected
machines. Finding a feedback controller to stabilize the
nonlinear equations in the models (2) and (4) is not simple.

However, by studying these models in light of some
particular properties of this context we were able to devise a
strategy that results in a stabilizing feedback controller. One
crucial observation is that each x;(t) is nonnegative because
of the definition of this variable. This leads to the insight
that all of the cross terms and squared terms in the models
(2) and (4) decrease the magnitude of the infection rates
(2;(t)). Therefore, if these helpful squared and cross terms
are disregarded, then we will be working with systems of
equations that are actually more difficult to stabilize than the
original models. Moreover, when these terms are disregarded,
the models reduce to linear models. In fact, both models
reduce to the same linear model

x(t) = Ax(t) + Bu(t), (6)
where
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and B is the negative identity matrix of dimension M x M.
Notice that the epidemic models have the inherent physical
constraints

However, if x; = N; for any i, then &; < 0 for the original
nonlinear system (2) under the condition u < 0 which we
discuss in detail in the next section. In other words, the
trajectory leaves the boundary [Ni,..., Njs] immediately.
A similar argument can also be made for (4). Therefore, we
ignore it for the simplified linear system (6) and focus on
the constraint set

2, >0, i=1...M. (8)

Then, under the set of constraints (8), the constrained linear
model becomes

if 2,
' [AerBu}i ?x>00r
Ty = if [Ax+u],>0and z; =0
0 else

9)
forall:=1...M.

While it is known that a linear feedback controller can
stabilize the linear model (6), whether such a controller also
stabilizes the nonlinear models (2), (4), and (9) is a question
we investigate in the next section.

1) Stability Analysis: We now show the stability of the
system (9) under the set of boundary constraints (8) when
controlled by the linear feedback controller

u, = —Kx, (10)

where the matrix K denotes the feedback coefficients. Obvi-
ously, the origin constitutes the unique equilibrium for this
system. Our analysis focuses on the epidemic model (2)
because the extension to the case of (4) is straightforward.

A sufficient condition for stability can be found by con-
sidering the special structure of this problem. Since we
know that the components of x will never become negative,
we do not need the closed loop system matrix to even
be Hurwitz. A sufficient condition for stability is that the
diagonal elements are negative and that the non-diagonal
elements be nonpositive. This condition is easy to verify
upon inspection of the closed loop matrix.

Theorem 1. Given a nonlinear system of the form in (9)
under a control of the form u = —Kx, the system is stable
if the closed loop matrix (A — BK) has negative diagonal
entries and nonpositive off-diagonal entries.

Proof. In the context of the system (9) we know that
components of x can only be positive or zero. In this case
we have assumed that the diagonal entries of the closed loop
matrix (A — BK) are negative and the off-diagonal entries
are nonpositive. Clearly, this implies that each component of
X is nonpositive.

However, this is not enough to guarantee stability. We must
also know that any positive component of x will decrease
to zero. This is ensured because the diagonal elements of

the closed loop system matrix are assumed to be negative.
Therefore all positive components of x will decrease to
zero at a rate faster than or equal to that specified by the
corresponding diagonal entry in (A — BK). O

We note that the feedback controllers derived from LQR
and H*> optimal control are not guaranteed to have this
property. Nevertheless, in many situations controllers derived
with optimal control theory will meet this condition and
therefore can be used to stabilize the system under consider-
ation. The closed-loop matrices for all of the simulations in
this paper met this conditions. The closed loop matrices for
three dimensional versions of all of the simulations in this
paper also met this requirement. Cases where the number
of hosts differs between different networks or the cost on
control differs between networks sometimes led to closed
loop matrices with slightly positive off-diagonal elements.
However, even in cases where the difference in the numbers
of hosts and costs on control were large (10° times larger),
the positivity of the off-diagonal terms was small and setting
these terms to zero would stabilize the system without
significantly affecting its performance.

We next show that the stabilizing controller (10) which
meets the criteria of Theorem 1 will stabilize the nonlinear
systems (2) and (4). Given that x > 0, the nonlinear terms
in these equations will only decrease the magnitude of the
components of x. If x could become negative this may
destabilize the system. However, in this case it only adds
additional negative drift, leading to faster stabilization. The
stabilizing condition in Theorem 1 ensures stability over the
entire state space, even in the nonlinear case.

B. Linear Quadratic Regulator Optimal Response

Determining the optimal malware removal strategy relative
to the cost (5) for the epidemic models (2) and (4) is
nontrivial. When multiple networks are considered, even if
only two networks are studied and a very simple form for
the value function is assumed, attempting to solve explicitly
for the optimal feedback solution using the Hamilton-Jacobi-
Bellman equation and the value function leads to an over-
determined set of non-linear equations that is not tractable.
Therefore a more tractable but sub-optimal approach to this
problem was developed based on the linear model (6).

By making use of this linear model (6) and the quadratic
cost function (5), we arrive at the well-studied linear
quadratic regulator (LQR) optimal control problem. Finding
the optimal feedback controller is straightforward once we
have established this LQR problem. The optimal feedback
controller is

u,(t) = —R'BT Px(t), (an

where P is the positive definite solution to the algebraic
Riccati equation (ARE)

ATP+PA—PBR'BTP+Q=0. (12)

Here we use the fact that (A, B) is controllable because B is
the negative identity matrix. Also, note that because @) > 0
we know that P > 0 exists and is unique.



C. H* Optimal Response

While the model (6) developed in section III-B is useful,
it involves some assumptions. First, we ignore the nonlinear
terms in the more precise models (2) and (4). Moreover, we
assumed that we have a perfect measurement of the number
of infected hosts in each network. Finally, the original
epidemic models (2) and (4) themselves only approximate
malware propagation.

To handle some of these imperfections, we cast this
problem in an H* optimal control framework. To capture
the assumptions and imperfections in the linear model (9),
we alter this model to include a noise term. Let §; :=
[Ax + Bu+ Dw,],. Then

5 if z; >0 or
;=< " )ifd >0and z; =0

0 else.

13)

Here w,(t) is a noise term that accounts for model
assumptions or imperfections. The D matrix shows how this
noise term impacts the dynamics of x(¢) and will be set to
the identity matrix. Perhaps more importantly, we introduce
a measurement error. Let y(¢) be the measurement of the
number of infected hosts. Then, we have

y(t) = Cx(t) + Ew,(t). (14)

The matrices C' and E will be assumed to be the identity
matrix for simplicity here. We define N := EE” and note
that NV is also the identity matrix. This implies that the noise
vector w,(t) impacts the measurement of the number of
infected hosts on each network (each element of y(¢)).

In order to develop the H° optimal controller, we also
must define the controlled output. This quantity is

z(t) = Hx(t) + Gu(t). (15)

Here we assume that GT'G is positive definite and that
HTG = 0. This implies that there is no cost placed on the
product of patching response and infected hosts, although
each of those quantities individually contributes to the cost.
So that the cost ||z||? (defined below) corresponds to the cost
(5) for the LQR controller we will set Q = HTH and R =
GTG. A few other constraints that must be met for this H>®
optimal control theory to apply are that (4, B) and (A, D)
be stabilizable, and (A, H) and (A, C) be detectable, all of
which hold under the assumptions made heretofore. We also
define w := [w, w,,], the total disturbance to the system.
Let the cost ratio used in the H > analysis be

2]

L(x,u,w) = ——

— Nzt 16
Il (10

where ||z[|? := [*7_|z(t)|?dt and a similar definition applies
to ||w||%. This captures the proportional changes in z due to
changes in w.

H® optimal control theory also produces a performance
factor (the H* norm) that we can guarantee will be met, as

described in Section I. This norm can be thought of as the
worst possible value for the cost L. The lowest possible ~y
is defined by v* := inf, sup,, L(u,w) and could also be
viewed as the optimal performance level in this H> context.

In order to actually solve for the optimal controller p(y), a
corresponding differential game is defined, which is parame-
terized by -y. The optimal worst case controller u,, = (i, (y)
can be determined from this differential game formulation
for any v > ~*. It is given by [14] as

ps(y) = —(GTG) BT Z %, (17)

where Z., is solved from

ATZ +ZA - Z(B(GTG)'BT —y2DD")Z 4+ Q =0,

(18)

as its unique minimal positive definite solution, and X is
given by

x=[A— (B(G"G)'BT —y2DD")Z,] %

o9& 5 1-1l¢ - .

+[I-~7%8,Z,] S,0T'N Yy -C%), (19)

where 27 is the unique minimal positive definite solution of

A4S AT —S(CTN1C—y2HTH)%+DDT = 0. (20)

Note that v* is the smallest -y such that the spectral radius
condition p(¥,Z,) < ~? holds.

The linear H>°-optimal feedback controller (17) provides a
robust malware response or epidemic removal strategy based
on an estimate of the number of infected hosts. It can be
calculated offline using only the linear quadratic model.

IV. SIMULATIONS AND RESULTS

Simulations of the models (2) and (4) with the various
controllers were performed in Matlab. We simulate two
networks, each containing 500 hosts. Initially network 1 has
250 infected hosts while network 2 only has 100 infected
hosts. The 3 parameter is set to 5.6 x 1072, the estimated
value of 3 for the SQL Slammer worm [15]. The o parameter
is set to 3/4, reflecting an assumption that worms will spread
more slowly between networks if proper security measures
are taken for each network. We set the () and H” H matrices
at 0.01 times the identity matrix and set R and G7 G equal to
the identity matrix. This reflects a situation where patching
is more expensive than an infected host.

Moreover, we added a noise term to the system dynamics
when simulating each of the models, identical to the noise
term in the H* model (13). This normally distributed noise
term captures some of the imperfections in the models.

A. Stabilizing Response

Recall that the stabilizing controller is derived simply by
placing in the left half plane the poles of the closed loop
system that results from the application of a linear feedback
controller to the linearized system model (6). Therefore we
can choose exactly where to place the poles and achieve
varying degrees of stability. For these simulations we will
investigate placing the poles in a few locations: -1, -0.5, and
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Fig. 1. (a) The number of infected hosts and (b) the patching rate over time
when the feedback controller that places the closed-loop system poles at
-0.5 is applied to epidemic model with removals (4).

TABLE I
COST OF MODELS UNDER STABILIZING CONTROLLERS

Model Cost (-0.1) | Cost (-0.5) | Cost (-1)

Linear 12,470 30,730 47,520
Classical Epidemic 11,310 30,170 47,120
Epidemic with Removals 11,080 29,890 46,870

-0.1. Fig. 1 shows the results of a simulation of the epidemic
model with removals when the poles are placed both at -0.5.
When this controller is applied to the various models under
consideration, we find that the resulting cost values are very
similar. The cost results of these simulations are expressed
in Table I. The graphs of the simulations of each of the
systems are also nearly identical, implying that disregarding
the nonlinear terms in order to derive our controller was
reasonable. The linear model has a higher cost than the other
two models because it does not consider the nonlinear terms,
which contribute to stabilizing the system. The epidemic
model with removals contains the most helpful nonlinear
terms, so it achieves the lowest cost with this controller.

B. LOR Optimal Response

The results of a simulation of this scenario for the epi-
demic model with removal are shown in Fig. 2. The number
of infected hosts in each network are shown in Fig. 2 (a)
while the patching rates for each network are shown in (b).
This controller is somewhat less aggressive than the stabiliz-
ing controller simulated in Fig. 1. The costs incurred when
this controller is applied to the various models are shown in
Table II. Again the similarity of costs across different models
implies that the linearization was reasonable.

When this controller is applied to the various models
under consideration we find that the resulting cost values are
very similar. These costs are shown in Table II. The graphs
of the simulations of each of the systems are also nearly
identical, implying that disregarding the nonlinear terms in
order to derive our controller was not unreasonable. The
linear model has a higher cost than the other two models
because it does not consider the nonlinear terms, which
actually contribute to stabilizing the system. The epidemic
model with removals contains the most helpful nonlinear
terms, and thus it achieves the lowest cost with this controller.
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Fig. 2. (a) The number of infected hosts and (b) the patching rate over
time when the LQR optimal controller is applied to epidemic model with
removals (4).
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TABLE 1T
COST OF MODELS UNDER LQR-OPTIMAL CONTROLLER

Model Cost Cost with Measure Noise
Linear 14,390 33,080
Classical Epidemic 12,980 31,340
Epidemic with Removals 12,700 31,120

Interestingly, these costs are slightly higher than the costs
of the stabilizing controller with poles placed at —O0.1.
This occurs because the LQR optimal controller is de-
signed assuming a linear model when actually the model
has nonlinearities that help stabilize the system. Thus the
LQR controller is more aggressive than is optimal for the
nonlinear system (poles are —0.1059 and —0.1022). Other
contributing factors to this behavior are errors introduced in
the discretization of continuous time theory for simulation
purposes and variations in the noise faced by each system.
This additional cost of about 15% provides one instance of
the magnitude of the cost increase resulting from deriving an
optimal controller with a linearized version of the model. In
practice, the best approach would be to tune the controller
resulting from LQR optimal control theory, as it will be close
to the actual optimal controller for the nonlinear system.

We also simulate this system under measurement noise.
The system cost more than doubles for each model (see
Table II). Moreover, the feedback controller becomes highly
oscillatory, as seen in Fig. 3.

o
5
3

w
8
S

Network 1
— — —Network 2

Number of Hosts

e )
S @ 8 O
s & s 8

a
3
Number of Patches per Time Step

o

Fig. 3. (a) The number of infected hosts and (b) the patching rate over time
when the LQR optimal controller is applied to the epidemic model with
removals (4) and when there are noisy measurements.



TABLE III
COST OF MODELS UNDER H*® OPTIMAL CONTROLLER

Model Cost
Linear 59,530
Classical Epidemic 59,270
Epidemic with Removals | 59,150

C. H* Optimal Response

The simulations of the H> optimal controller are unique
because we design the controller to operate when there is the
worst-case possible noise on the system measurements and
dynamics. Thus in these simulations we incorporate noisy
state measurements and also the H* state estimate (19).

This controller will lead to unnecessarily high costs due
to over-aggressive responses. This aggressive response can
be seen in Fig. 4, where we simulate the application of the
H®® optimal controller to the epidemic model with removals.
There are very few infected hosts remaining even after just
5 time units. Relatively high patching rates were called for
in order to generate this aggressive response. However, the
control applied in this case is relatively stable and robust in
the face of noise, as compared with the control applied by
the LQR optimal controller shown in Fig. 3.
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Fig. 4. (a) The number of infected hosts and (b) the patching rate over time
when the H®® optimal controller is applied to the epidemic model with
removals (4).

The costs under this controller for each of the three models
are shown in Table III. The aggression of the H* optimal
controller and the noisy measurements lead to costs that are
significantly higher than those resulting from the use of the
LQR optimal controller. While these costs are high, the H*
optimal controller offers a cost ratio guarantee that the other
controllers cannot. Again the nonlinear terms in the system
do not significantly change the system dynamics.

V. CONCLUSIONS AND FUTURE WORK

We have presented some solutions to the malware removal
problem for multiple connected networks. We first extended
the classical epidemic response model and the epidemic
response model with removals to multiple dimensions. Next
we constructed a cost function and linearized the coupled dif-
ferential equations that make up the model. Then we utilized
basic optimal control methods to derive and numerically
evaluate several stabilizing and optimal (for the linearized
model) feedback malware removal controllers.

We found that while fine-tuned stabilizing controllers can
out-perform the optimal controllers in some cases, optimal
controllers are more flexible to changes in the cost structure.
We also showed that classical epidemic models assume a
proportional response strategy that is not necessarily optimal.

Several extensions to this theory exist. In some situa-
tions parameters like «, which capture the degree to which
networks are quarantined from each other, can be control
variables. Optimal control theory could be applied to this
problem to determine to what extent networks should be
quarantined in a given situation. Many variations of the epi-
demic models considered in this paper have been developed
to describe the spread of infectious diseases [3]. Optimal
control theory could be applied to these models to determine
the optimal response to the spread of a disease.
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