Distributed and Robust Rate Control
for Communication Networks

Tansu Alpcan

Abstract Contemporary networks are distributed, complex, and heterogeneous. En-
suring an efficient, fair, and incentive-compatible allocation of bandwidth among
their users constitutes a challenging and multi-faceted research problem. This chap-
ter presents three control and game-theoretic approaches that address rate control
problems from different perspectives. First, a noncooperative rate control game fo-
cusing on incentive compatibility issues is formulated. Secondly, a primal-dual al-
gorithm incorporating queue dynamics and maximizing a global objective is con-
sidered. Finally, a robust rate control framework is presented. For each scheme, the
respective equilibrium, stability, and robustness properties are rigorously analyzed
and discussed.

1 Introduction

Wired and wireless communication networks are an ubiquitous and indispensable
part of the modern society. They serve a variety of purposes and applications for
their end users. Hence, networks exhibit heterogeneous characteristics in terms of
their access infrastructure (e.g. wired vs. wireless), protocols, and capacity. More-
over, contemporary networks such as the Internet are heavily decentralized both in
their administration and resources.

The end users of communication networks are also diverse and run a variety of
applications ranging from multimedia (VoIP, video) to gaming and data communi-
cations. As a result of the networks’ distributed nature, users often have little infor-
mation about the network topology and characteristics. Regardless, they can behave
selfishly in their demands for bandwidth.
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Given the mentioned characteristics of the contemporary networks and their
users, a fundamental research question is: how to ensure efficient, fair, and incentive-
compatible allocation of network bandwidth among its users. Complicating the
problem further, the mentioned objectives have to be achieved through distributed
algorithms while ensuring robustness with respect to information delays and ca-
pacity changes. This research challenge can be quite open-ended due to the multi-
faceted nature of the underlying problems.

1.1 Summary and Contributions

This chapter presents three control and game-theoretic approaches that address the
described rate control problem from different perspectives. The objective here is
to investigate the underlying mathematical principles of the problem and solution
concepts rather than discussing possible implementation scenarios. However, it is
hoped that the rigorous mathematical analysis presented will be useful as a basis for
engineering future rate control schemes.

A noncooperative rate control game is presented in Section 3. Adopting a utility-
based approach, user preferences are captured by a fairly general class of cost func-
tions [4]. Based on their own utility functions and external prices, the users (players)
of this game use a standard gradient algorithm to update their flow rates iteratively
over time, resulting in an end-to-end congestion control scheme. The game admits
a unique Nash equilibrium under a sufficient condition, where no user has an incen-
tive to deviate from it. Furthermore, a mild symmetricity assumption and a sufficient
condition on maximum delay ensure its global stability with respect to the gradient
algorithm for general network topologies and under fixed heterogeneous delays. The
upper bound on communication delays given in the sufficient condition is inversely
proportional to the square root of the number of users sharing a link multiplied by
the cube of a gain constant.

Section 4 studies a primal-dual rate control scheme to solve a global optimization
problem, where each user’s cost function is composed of a pricing function propor-
tional to the queueing delay experienced by the user, and a fairly general utility
function which captures the user’s demand for bandwidth [5]. The global objective
is to maximize the sum of user utilities under fixed capacity constraints. Using a
network model based on fluid approximations and through a realistic modeling of
queues, the existence of a unique equilibrium is established, at which the global
optimum is achieved. The scheme is globally asymptotically stable for a general
network topology. Furthermore, sufficient conditions for system stability are derived
when there is a bottleneck link shared by multiple users experiencing non-negligible
communication delays.

A robust flow control framework is introduced in Section 5. It is based on an
H>-optimal control formulation for allocating rates to devices on a network with
heterogeneous time-varying characteristics [6]. H* methods are used in control the-
ory to synthesize controllers achieving robust performance or stabilization. Here,
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H™ analysis and design allow for the coupling between different devices to be re-
laxed by treating the dynamics for each device independently from others. Thus, the
resulting distributed end-to-end rate control scheme relies on minimum information
and achieves fair and robust rate allocation for the devices. In the fixed capacity
case, it is shown that the equilibrium point of the system ensures full capacity usage
by the users.

The formulations presented in Sections 3, 4, and 5 are, on the one hand, closely
related to each other. Each approach mainly shares the same common network
model, which will be discussed in Section 2. Furthermore, they are totally dis-
tributed, end-to-end schemes with little information exchange overhead. All of the
schemes are robust with respect to information delays in the system and their stabil-
ity properties are analyzed rigorously.

On the other hand, each approach brings the problem of rate allocation a dif-
ferent perspective. The rate control game of Section 3 focuses mainly on incentive
compatibility and adopts Nash equilibrium as the preferred solution concept. The
primal-dual scheme of Section 4 extends the basic fluid network model by taking
into account the queue dynamics and is built upon available information to users for
decision making. The robust rate control scheme of Section 5 emphasizes robust-
ness with respect to capacity changes and delays. It also differs from the previous
two, which share a utility-based approach, by focusing on fully efficient usage of
the network capacity.

The remainder of the chapter is organized as follows. A brief overview of ex-
isting relevant literature is discussed next. The network model and its underlying
assumptions are presented in Section 2. Section 3 studies a rate control game along
with an equilibrium and stability analysis under information delays. In Section 4, a
primal-dual scheme is investigated. Section 5 presents a robust control framework
and its analysis. The chapter concludes with remarks in Section 6.

1.2 Related Work

The research community has intensively studied the challenging problem of rate
and congestion control in the recent years. Consequently, a rich literature, which
investigates the problem using a variety of approaches, has emerged. While it is far
from a comprehensive survey, a small subset of the existing body of literature on the
subject is summarized here as a reference.

After the introduction of the congestion control algorithm for Transfer Control
Protocol (TCP) [18], research community has focused on modeling and analysis of
rate control algorithms. Based on an earlier work by Kelly [21], Kelly, Mauloo, and
Tan [20] have presented the first comprehensive mathematical model, and posed
the underlying resource allocation problem as one of constrained optimization. The
primal and dual algorithms that they have introduced are based on user utility and
link pricing (explicit congestion feedback) functions, where the sum of user utilities
are maximized within the capacity (bandwidth) constraints of the links. They have
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also introduced the concept of proportional fairness, which is a relaxed version of
min-max fairness [31], as a resource allocation criterion among users.

Subsequent studies [14, 23, 24, 26, 29] have investigated variations and gener-
alizations of the distributed congestion control framework of [20, 21]. Low and
Lapsley [26] have analyzed the convergence of distributed synchronous and asyn-
chronous discrete algorithms, which solve a similar optimization problem. Mo and
Walrand [29] have generalized the proportional fairness, and have proposed a fair
end-to-end window-based congestion control scheme, which is similar to the primal
algorithm. The main difference of this window-based algorithm from the primal
algorithm is that it does not need explicit congestion feedback from the routers. In-
stead it makes use of measured queuing delay as implicit congestion feedback. La
and Anantharam [24] have considered a system model similar to proposed in [29]
with a window-based control scheme and static modeling of link buffers. They
have investigated convergence properties of the proposed charge-sensitive conges-
tion control scheme, which utilizes a static pricing scheme based on link queueing
delays. In addition, they have established stability of the algorithm at a single bottle-
neck node. Kunniyur and Srikant [23] have examined the question of how to provide
congestion feedback from the network to the user. They have proposed an explicit
congestion notification (ECN) marking scheme combined with dynamic adaptive
virtual queues, and have shown using a time-scale decomposition that the system is
semi-globally stable in the no-delay case.

In developing rate control mechanisms for the Internet, game theory provides a
natural framework. Users on the network can be modeled as players in a rate con-
trol game where they choose their strategies, or in this case, flow rates. Players are
selfish in terms of their demands for network resources, and have no specific infor-
mation on other users’ strategies. A user’s demand for bandwidth is captured in a
utility function which may not be bounded. To compensate for this, one can devise
a pricing function, proportional to the bandwidth usage of a user, as a disincentive
to him to have excessive demand for bandwidth. This way, the network resources
are preserved, and an incentive is provided for the user to implement end-to-end
congestion control [16]. A useful concept in such a noncooperative congestion con-
trol game is Nash equilibrium [10] where each player minimizes its own cost (or
maximizes payoff) given all other players’ strategies. There is, consequently, a rich
literature on game theoretic analysis of flow control problems utilizing both coop-
erative [34] and noncooperative [1-3,5,7, 8,30] frameworks.

Robustness of distributed rate control algorithms with respect to delays in the
network have been investigated by many studies [19, 27, 32]. Johari and Tan [19]
have analyzed the local stability of a delayed system where the end user implements
the primal algorithm. They have considered a single link accessed by a single user,
as well as its multiple user extension under the assumption of symmetric delays. In
both cases, they have provided sufficient conditions for local stability of the under-
lying system of equations. Massoulie [27] has extended these local stability results
to general network topologies and heterogeneous delays. In another study, Vinni-
combe [32] has also provided sufficient conditions for local stability of a user rate
control scheme which is a generalization of the same algorithm. Elwalid [15] has
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considered stability of a linear class of algorithms where the source rate varies in
proportion to the difference between the buffer content and the target value. Deb and
Srikant [14], on the other hand, have focused on the case of single user and a single
resource and investigated sufficient conditions for global stability of various non-
linear congestion control schemes under fixed information delays. Liu, Bagsar, and
Srikant [25] have extended the framework of [20,21] by introducing a primal-dual
algorithm which has dynamic adaptations at both ends (users and links), and have
given a condition for its local stability under delay using the generalized Nyquist
criterion. Wen and Arcak [33] have used a passivity framework to unify some of the
stability results on primal and dual algorithms without delay, have introduced and
analyzed a larger class of such algorithms for stability, and have shown robustness
to variations due to delay.

2 Network Model

A general network model is considered which is based on fluid approximations.
Fluid models are widely used in addressing a variety of network control problems,
such as congestion control [1,7,29], routing [7, 30], and pricing [11, 20, 34]. The
topology of the network is characterized by a connected graph consisting of a set
of nodes .#" = {1,...,N} and a set of links .2 = {1,...,L}. Each link / € .Z has a
fixed capacity C; > 0, and is associated with a buffer of size b; > 0.

There are M active users sharing the network, .# = {1,...,M}. For simplic-
ity, each user is associated with a (unique) connection. Hence, the jth (ie A)
user corresponds to a unique connection between a source and a destination node,
si,de; € & . The i user sends its nonnegative flow, x; > 0, over its route (path) R;,
which is a subset of .Z’. An upper bound, x; 4y, is imposed on the i users flow rate,
which may be due to a user (device) specific physical limitation.

Define a routing matrix, A := [(a; ;)] of ones and zeros, as in [20] which describes
the relation between the set of routes Z = {1,...,M} associated with the users
(connections), i € .#, and links [ € £ :

A= {1, ?f source l uses link / . )
0, if source i does not use link /

It is assumed here, without any loss of generality, that no rows or columns in A are
identically zero. Using this routing matrix A, the capacity constraints of the links
are given by

Ax <C,

where x is the (M x 1) flow rate vector of the users and C is the (L x 1) link capacity
vector. The flow rate vector, X, is said to be feasible if it is nonnegative and satisfies
this constraint. Let Xx_; be the flow rate vector of all users except the i one. For a
given fixed, feasible x_;, there exists a strict finite upper-bound m;(x_;) on flow rate
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of the i user, x;, based on the capacity constraints of the links:

m;(x_;) = min(¢; — Z Apj Xj) > 0.
lER; ]7&1

2.1 Model Assumptions

Simplifying assumptions are necessary to develop a mathematically tractable model.
The assumptions of this chapter are shared by the majority of the literature on the
subject, including the works cited in Section 1. Furthermore, the analytical results
obtained based on these assumptions are verified many times via realistic packet
level simulations in the literature. The main assumptions on the network model are
summarized as:

1. The network model is based on fluid approximations, where individual packets
are replaced with flows. Fluid models are widely used in addressing a variety of
network control problems, such as congestion control [1,7,29], routing [7, 30],
and pricing [11,20,34].

2. For simplicity, each user is associated with a unique connection and a corre-

sponding fixed route (path). The routing matrix A is assumed to be of full row

rank as non-bottleneck links have no effect on the equilibrium point due to zero
queuing delay on those links.

Bandwidth is focused on as the main network resource.

Information delays are assumed to be fixed for tractability of analysis.

5. The links are associated with first-in first-out (FIFO) finite queues (buffers) with
droptail packet dropping policies.

B w

Additional assumptions, being part of the specific optimization or game formu-
lations, are explicitly introduced and discussed in their respective sections.

3 Rate Control Game

A noncooperative rate control game is played among M users on the general network
model, which is described in the previous section. The game is noncooperative as
the users are assumed to be selfish in terms of their demand for bandwidth and have
no means of communicating with each other about their preferences. Hence, each
user tries to optimize his usage of the network independently by minimizing its own
specific cost function J;. This cost function is defined on the compact, continuous
set of feasible rates of users, x := {x C RM . x > 0,Ax < C}. The cost function J;
not only models the user preferences but it also includes a feedback term capturing
the current network state. Thus, the i user minimizes his cost, J;, by adjusting his
flow rate 0 < x; < m;(x_;j) given the fixed, feasible flow rates of all other users on
its path, {x;: j € (R;NR;)}.
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The cost function of the i user, Ji, is defined as the difference between a user-
specific pricing function, P;, and a utility function, U;. It is smooth, i.e. at least twice
continuously differentiable in all its arguments. The pricing function P; depends on
the current state of the network, and can be interpreted as the price a user pays for
using the network resources. The utility function U; is defined to be increasing and
concave in accordance with elastic traffic as well as with the economic principle,
law of diminishing returns. The utility of each user depends only on its own flow
rate. Thus, the cost function is defined as

Ji(X;C,A) ZI),(X,C,A) —U,'(x,'). (2)

Here, the pricing function P; of user i does not necessarily depend on the flow rates
of all other users; it can be structured to depend only on the flow rates of the users
sharing the same links on the path of the i user.

The rate control game defined proposes “pricing” as a way to enforce a more
favorable outcome for the system and users. If there is no pricing scheme, then
the increasing and concave user utilities result in a solution where each user sends
with the maximum possible rate. In practice, this would lead to a congestion col-
lapse or “tragedy of commons”. To remedy this, the function P, proportional to the
bandwidth usage of a user, is utilized as an incentive for the user to curb excessive
demand. Thus, the network resources are preserved, and an incentive is provided for
the user to implement end-to-end congestion control. On the other hand, the analysis
in this section focuses on mathematical principles rather than architectural concerns
or possible implementation of such pricing schemes.

3.1 Nash Equilibrium as a Unique Solution

The defined rate control game may admit a (unique) Nash equilibrium (NE) as a
solution. In this context, Nash equilibrium is defined as a set of flow rates, x* (and
corresponding costs J*), with the property that no user can benefit by modifying its
flow while the other players keep their flows fixed. Furthermore, if the Nash equi-
librium, x*, meets the capacity constraints (e.g. Ax* < C) as well as the positivity
constraint (x* > 0) with strict inequality, then it is an inner solution.

Definition 1 (Nash Equilibrium). The user flow rate vector x* is in Nash Equilib-
rium, when x; of any i"" user is the solution to the following optimization problem
given that all users on its path have equilibrium flow rates, x* ;:

min J,'(x,',x* C,A) 5 (3)

0<x;<mj(x ;%) -
where x_; denotes the collection {x;: j € R;NR;}j—1 . m.

The assumptions on the user cost functions are next formalized:
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Al. P(x) is jointly continuous in all its arguments and twice continuously differ-
entiable, non-decreasing and convex in x;, i.e.
IP;(x)
8x,~

9?P(x)
ox?

1

>0, >0, @)

A2. U(x;) is jointly continuous in all its arguments and twice continuously dif-
ferentiable, non-decreasing and strictly concave in x;, i.e.
IU;(x;)
ax,’

9*Uj(xi)
> O, 7 <0 ,in

1

Moreover, the optimal solution (Nash equilibrium) is an inner one, 0 <Y ; A, jx;‘- <
¢y , VI, under the additional assumption:
A3. The " user’s cost function has the following properties at x; = 0 :

8],-(x X = O)

<0, Vx,
8xl~ X

and at x; = m;(x_j),
8],-(x X = m,-(x,i))
8xi
Theorem 1 establishes that the congestion control game admits a unique NE un-
der the following further assumption:
A4. The price function P;(x) of the i user is defined as the sum of link price

functions on its path,
P=3 A(Y x)
I€ER;  JER;

>0, Vx.

where P is defined as a function of the aggregate flow on link /, and satisfies (4)
with i replaced by [.

Theorem 1. Under Al-A4, the network game admits a unique inner Nash equilib-
rium.

Proof. Earlier versions of this proof are in [3] and [4]. Let X := {x € RM : Ax <
C,x > 0} be the set of feasible flow rate vectors (or strategy space) of the users.
The flow rate of a generic i’ user is nonnegative and bounded above by the min-
imum link capacity on its route, 0 < x; < minjeg, C;. The set X is clearly closed
and bounded, hence, compact. First, X is shown to have a nonempty interior and be
convex. Define the following flow rate vector: X := ﬁ min; C;. Clearly, X € X
is feasible and positive as C; > 0, VI. Hence, there exists at least one positive and
feasible flow rate vector in the set X, which is an interior point. Thus, the set X has
a nonempty interior. Let x' , x> € X be two feasible flow rate vectors, and 0 < A < 1
be a real number. For any x* := Ax' 4 (1 — 1)x?, it follows that

Ax* =AAx' +(1-2)x*) <C
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Furthermore, x* > 0 by definition. Hence, x* is feasible and is in X for any0< A <
1. Thus, the set X is convex. By a standard theorem of game theory (Thm. 4.4 p.176
in [10]), the network game admits a NE.

Next, uniqueness of the NE is shown. Differentiating (2) with respect to x;, and
using assumptions A/ and A2 results in

_ i(x) _9P(x) IUi(x)
filx) = dx;  Ox dxi

&)

As a simplification of notation, C and A are suppressed as arguments of the func-
tions for the rest of this proof.
Differentiating J;(x) twice with respect to x; yields

dfi(x) 9%J;(x) B 9%P;(x) B °U;(x;) >0
dx;  oxr  ox? dx? ’

1 1 1

Hence, J; is unimodal and has a unique minimum. Based on A3, fj(x) attains the
zero value at m;(x_;) > x; > 0 given a fixed feasible x_;. Thus, the optimization

problem (3) admits a unique positive solution.
2
To preserve notation, let J a{c(ZX)

M, JF I,

be denoted by B;. Further introduce, for i, €

9°J;(x) B 9%P;(x) o
ax,-(?xj N axiax]' ST

with both B; and A; ; defined on the space where X is nonnegative, and bounded by
the link capacities. Suppose that there are two Nash equilibria, represented by two
flow vectors x” and x!, with elements x? and xl-l, respectively. Define the pseudo-
gradient vector:

g(x) = [Vlel x)T- ..VXMJM(X)T} r (6)

As the Nash equilibrium is necessarily an inner solution, it follows from first-
order optimality condition that g(x’) = 0 and g(x') = 0. Define the flow vector
x(8) as a convex combination of the two equilibrium points x” and x' :

x(6) = 6x" + (1 —6)x!
where 0 < 6 < 1. By differentiating x(6) with respect to 6,

dg(x(9)) _ dx(9) _
g = G(x(0) == = G(x(6)(x' —x), ™

where G(x) is the Jacobian of g(x) with respect to X :
By Ap - Ay
G(x):=| : R . (8)

Ami Am2 - Bu ) yom
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Additionally note that, by assumption A4:

= A(i,)) =AG) ije A .

Hence, G(x) is symmetric. Integrating (7) over 6,

0=g(x!)—g(x°) = {/Olc(x(e))de} (x' —x), ©)

where (x' —x") is a constant flow vector. Let B;(x) = [, B;(x(8))d6 and A;;(x) =
Jo Aij(x(8))d6. In view of A2 and A4, Bi(x) > A;j(x) > 0, Vi, j. Thus, B;(x) >
Ajj(x) > 0, for any x(60). In order to simplify the notation, define the matrix
% (x',x°) := [} G(x())d6, which can be shown to be full rank for any fixed x.
Rewriting (9) as, 0 = ¢ - [x! —x°], since ¥ is full rank, it readily follows that
x! —x% = 0. Therefore, the NE is unique.

Under A3, the NE has to be an inner solution, as the following argument shows.
First, x > 0, with x; = 0 for at least one 7, cannot be an equilibrium point since user
i can decrease its cost by increasing its flow rate. Similarly, the boundary points
{x e RM: Ax < C,x > 0,with (Ax); = C; for at least one link /} cannot constitute
NE, as users whose flows pass through the link can decrease their flow rates under
A3. Thus, under A7-A4, the network game admits a unique inner NE.

3.2 Stability Analysis

Consider a simple dynamic model of the defined rate control game where each user
changes his flow rate in proportion with the gradient of his cost function with re-
spect to his flow rate. Note that this corresponds to the well-known steepest descent
algorithm in nonlinear programming [12]. Hence, the user update algorithm is:

. dx,-(t) 8J,-(x(t)) dUi(xi) ( >
xi(t) = = — = -y fi xj | = 6;(x), (10)
dt axi dx; l;,- jez///l
for all i =1,...,M, where .#;(M,) is the set (number) of users whose flows pass

through the link, / € R;; t is the time variable, which we drop in the second line for
a more compact notation; and f; is defined as f;(-) := dP,()/dx;.

By assumption A4, the partial derivative of f; with respect to x;, dfi(+)/9x;, is
non-negative. Furthermore, since P(x) is convex and jointly continuous in x; for
all i whose flows pass through the link /, on the compact set of feasible flow rate
vectors, X := {x € RM : Ax < C, x > 0}, the derivative df;(.)/dx; can be bounded
above by a constant o > 0. Hence,
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0< 9/ilx1) < oy, €8Y)
8x,-

where X, = Yic 4, Xi.

It is now shown that the system defined by (10) is asymptotically stable on the set
X, which is invariant by assumption A3 under the gradient update algorithm (10).
In order to see the invariance of X, each boundary of X is investigated separately. If
x; = 0 for some i € .#, then x; > 0 follows from (10) under assumption A3 due to
the gradient descent algorithm of user i. Hence, the system trajectory moves toward
inside of X. Likewise, in the case of X; = C; for some [ € .Z, it follows from (10)
and assumption A3 that x; < 0 Vi € .}, and hence, the trajectory remains inside the
set X.

The unique inner NE, x*, (see Theorem 1) of the rate control game constitutes
the equilibrium state of the dynamical system (10) in X. Around this equilibrium,
define a candidate Lyapunov function V : RY — R* as

1y,
V(x):= 5;9,- (x),

which is in fact restricted to the domain X. Further let © := [0y, ..., Oy]. Taking the
derivative of V with respect to ¢ on the trajectories generated by (10), one obtains
M 2
. d-U;(x;
Vi)=Y — gx ) 02(x) — 07 (x)ATKAO (x),
=1 4X

where A is the routing matrix, and K is a diagonal matrix defined as

oM (X) ILR) ()

K::diag[ 9% ' 9z 7 9% ]

Since AT KA is non-negative definite and d*U; /dx? is uniformly negative definite,
V(x) is strictly decreasing, V(x) < 0, on the trajectory of (10). Thus, the system is
asymptotically stable on the invariant set X by Lyapunov’s stability theorem (see
Theorem 3.1 in [22]).

Theorem 2. Assume Al-A4 hold. Then, the unique inner Nash equilibrium of the
network game is globally stable on the compact set of feasible flow rate vectors,
X :={x € RM: Ax < C,x >0} under the gradient algorithm given by

dJi(x)
8x,-

X = —

d=1,... M.
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3.3 Stability under Information Delays

Whether the user rate control (gradient) algorithm (10) is robust with respect to com-
munication delays is an important question. This section investigates the rate control
scheme under bounded and heterogeneous communication delays. The distributed
rate control algorithm under communication delays is defined as

xi(r) = 21 x’ Zﬁ( Y, xi(t—ri rz,-)) (12)

[ER; JjEA

where r;; and r;; are fixed communication delays between the I'" link and the i
and ;' users respectively. It is implicitly assumed here that queueing delays are
negligible compared to the fixed propagation delays in the system.

3.3.1 Notation and Definitions

Notice again that, f; is defined as f;(-) := dP(-)/dx; and the pricing function of the
i"" user is defined in accordance with assumption A4 as

r=Y P(Y x),

IER;  je

where R; is the path (route) of user i, and P, is the pricing function at link / € Z.
The notation is simplified by defining

xl t—r) Z x;j(t — 1)

je

In addition, let ¢ be an upper-bound on the maximum round-trip time (RTT) in the
system:
q -=2max Y ri—ra-i
IER;

where ro; = 0 Vi. Finally, define x, := {x(¢ +s), —¢ < s <0}, and by a slight abuse
of notation let 6;(x,) denote the right hand side of (12).
Let¢; € C ([ ri,0], R) be a feasible flow rate function (initial condition) for the
user’s dynamics (12) at time t = 0, where C is the set of continuous functions.
In addition, let x(¢)(r) be the solution of (12) through ¢ for 7 > 0, and x(¢;)(¢) be
its derivative. In order to simplify the notation, x(¢) and x as well as 6(¢) and 6
and their respective derivatives will be used interchangeably for the remainder of
the paper.

Finally, a continuously differentiable and positive function V : C¥ — R™ is de-
fined as

l'h
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This constitutes the basis for the following candidate Lyapunov functional V : RT x
CM — ]R+,
V(:9):= sup V(xs(9)),

t—2q<s<t

where V(x;) =0, s € [-2¢, —¢] without any loss of generality.

3.3.2 Stability Analysis under Delays

In order to establish global stability under delays, it is shown that the Lyapunov
functional V (¢; ¢) is non-increasing. Furthermore, the stability theory for autonomous
systems of [17] is utilized to generalize the scalar analysis of [35] and also of Chap-

ter 5.4 of [17] to the multidimensional (multi-user) case. Let V (¢;¢) and V (1; ) be
defined as the upper right-hand derivatives of V(; ¢) and V(#;¢) respectively along

x;(¢). In order for V(t;9) to be non-increasing, i.e. V(¢;¢) < 0, the set
D={peC:V(:9) =V(x(¢)):V(x(¢)) >0Vt >0} (13)
has to be empty. This is established in the following lemma.

Lemma 1. The set @, defined in (13) is empty if the following condition is satisfied

2V/d

R
KRV 7T,
where 5
b := max <—mindUi(2xi)+ ZM;O{[),
i xi€X dxi lER;
and
- dzUi(x,-)

d := minmin
i xieX

a')ci2

Proof. To see this consider the case when the set @ is not empty. Then, by definition,
there exists a time ¢ and an h > 0 such that V(x,,(¢)) > V(x,(¢)), and hence,
V(x;(¢)) cannot be non-increasing.

It is now shown that the set @ is indeed empty. Assume otherwise. Then, for any
given ¢, there exists an € > 0 such that

M
V(t;9) =V(x,(¢))=;0?(xt<¢)) = (14)

and

62(x,) <€, s€l1—2g,1.

V(x:(9)) =

o

L

Thus, the following bound on 6;, and thus on x;, follows immediately:
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16i(x5)| = [%:(s)| < Ve, s€[t—2q,1]. (15)

Taking the derivative of X;(r) with respect to 7,

ax,‘(l‘) . dzU,'(x,‘) 8f1 xl
%) ot (%) dx; ) = ZEZI; axl /ez///,xj "
(16)
. d*U;(x;)
Letd; := —miny,cx ——— > 0. Using (15) and (16), it is possible to bound 0;(xy)

dx 2
and ¥;(s) on s € [t — g,1] 1] with

dfi(%(s—1))
16:(x,)| = |5i(s)] < dii(s) |+ ) # B(s—r) < (di+ Y May)Ve.
IER; X IER;
a7
To simplify the notation, define
yi = di + Z M[Oﬂl.
l€R;
Hence, the following bound on 6;(x;), s € [t — ¢,¢] is obtained:
6i(x:) — qyiv/e < 0i(x;) < 6i(x;) +qyiv/e. (18)

Subsequently, it is shown that V (x;(¢)) is non-increasing, and a contradiction is
obtained to the initial hypothesis that the set @ is not empty. Assume that 9 f; (¥ (1 —
r)) /0% = df,(x/(t —r))/dx], Vi, j € M), Vit for each link [. This assumption holds
for example when f; is linear in its argument. Let B be defined in such a way that
BT B := ATKA, where the positive diagonal matrix K is defined in Section 3.2. Also
define the positive diagonal matrix

D(x) :=diag|[|Di (x1)[,[D2(x2)],- ., Dm(xm)l],

where D;(x) := d*U;(x;)/dx?. Then, using (18),

S
S

V(x) = ZD, )6, Xt 291 Z afl(xé()_;r)) Z ej(xt_’li—’lj)

i—1 i=1 I€R; je (19)
~0"DO —OTB"BO + ¢./¢|0" B By|,

where everything is evaluated at 7. Now, for any fixed trajectory generated by (12),
and for a frozen time ¢, a sufficient condition for V (x;) < 0 is

186|1* +|vDO|*
IBOI|[|BY[|

gVE <



Distributed and Robust Rate Control for Communication Networks 15

where || - || is the Euclidean norm.

Letk:= % > 0. Rewriting the sufficient condition one obtains

1
2
where U := ”ngﬁy > 0. The following worst-case bound on ¢ can be derived by a
simple minimization:
avVe <2V (20)
Next a lower bound on u is derived. From (14), it follows that ||v/DO(x,)||* >
d*Ui(x;)

de, where d := min; min,,cy , and v/D is the unique positive definite matrix

de-Z

whose square is D. Furthermore,
, M
IBYIF<Y v} a ) v
i=1 IeR; jeu
Define also the following upper-bound on y;:
b := max (di + Z MIOC[) .
! l€R;
Since d; > 0, one obtains ||By]| |> < Mb3, and hence
- de
M=
Thus, from (20) a sufficient condition for V (x;) to be non-increasing is
. 2Vd
1= M

which now holds forallt > 0. O

21

Based on Lemma 1, V(¢;¢) is non-increasing, V(¢;¢) < 0. Then, using Defi-
nition 3.1 and Theorem 3.1 of [17] global asymptotic stability of the system (12)
is established. Let S := {¢ € C: V(t;¢) = V(x,(¢)) = 0}. From (12) and (19) it
follows that

S'={peC:¢(r)=x", —g<T<0}CS, as
O(x;) =%x(7) =0 & x; =x* = V(x;) =0.

Hence, S’ is the largest invariant set in S, and for any trajectory of the system that
belongs identically to S, we have x; = x*. In other words, the only solution that can
stay identically in S is the unique equilibrium of the system. This, then leads to the
following theorem:

Theorem 3. Assume that



16 Tansu Alpcan

2fi(F (s —r)) _ Ifi( & (s— 1))
oxi o/

, Vi, je vt

Then, the unique Nash equilibrium of the network game is globally asymptotically
stable on the compact set of feasible flow rate vectors, X := {x e RM : Ax < C ,x >
0} under the gradient algorithm

. dU (xi(
x,'(t) s Zf[( Z xj(t—r,l-—rlj)),
IER; N jes
in the presence of fixed heterogeneous delays, r;; > 0, for all usersi=1,...,M, and

links | € £, if the following condition is satisfied

2Vd

R
1= M
where
d-U;
b := max fmlnﬁ + Z Moy
i X1€X d_x IER
and 5
_ d U .
d := minmin # .
i xeX dxl.

If the user reaction function is scaled by a user-independent gain constant, A,
then the " user’s response is given by

9Ji(x(1))
A 8x,» ’

X =—

and the sufficient condition for global stability turns out to be

2Vd

- \/>l3/2b3/2

Notice that, for any A < 1, the upper-bound on maximum RTT, g, is relaxed propor-
tionally with A3/2.

The upper-bound on communication delays given in the sufficient condition of
Theorem 3 is inversely proportional to the square root of the number of users mul-
tiplied by the cube of a gain constant. This structure is actually similar to those of
local stability results reported in other studies [19,27,32]. The analysis above indi-
cates a fundamental tradeoff between the responsiveness of the users gradient rate
control algorithm and the stability properties of the system under communication
delays.
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4 Primal-Dual Rate Control

The distributed structure of the Internet makes it difficult, if not impossible, for users
to obtain detailed real time information on the state of the network. Therefore, users
are bound to use indirect aggregate metrics that are available to them, such as packet
drop rate or variations in the average round trip time (RTT) of packets in order to
infer the current situation in the network. Packet drops, for example, are currently
used by most widely deployed versions of TCP as an indication of congestion. An
approach similar to the one discussed in this section has been suggested in a version
of TCP, known as TCP Vegas [13]. Although TCP Vegas is more efficient than
a widely used version of TCP, TCP Reno [28], the suggested improvements are
empirical and based on experimental studies.

This section presents and analyzes a primal-dual rate control scheme based on
variations in the RTT a user experiences based on [5]. Although users are associated
with cost functions in a way similar to the game in Section 3, the formulation here
is not a proper game as the users ignore their own effects on the outcome when
making decisions. Consequently, the solution here is different from the concept of
Nash equilibrium.

The equilibrium solution discussed in this section maximizes the sum of user util-
ities under capacity constraints. The result immediately follows from a Lagrangian
analysis and the concept of shadow prices. Furthermore, the solution becomes pro-
portionally fair under logarithmic user utilities. A detailed analysis can be found
in [20,21]

4.1 Extended Network Model

An important indication of congestion for internet-style networks is the variation
in queueing delay, d, which is defined as the difference between the actual delay
experienced by a packet, d%, and the fixed propagation delay of the connection,
dP. If the incoming flow rate to a router / exceeds its capacity, packets are queued
(generally on a first-come first-serve basis). in the existing buffer of the router of
the link with b .4, being the maximum buffer size. Furthermore, if the buffer of
the link is full, incoming packets have to be dropped. Let the total flow on link / be
given by X; := };./cg, xi- Thus, the buffer level at link / evolves in accordance with

(i 5 =G, if b(t) = b1 max
# =4 x5 —C, if 0< b[(t) < bl,max (22)
[}ZI—CI]+’ lf b[(t):()

~—

where [.|* represents the function max(.,0) and [.]~ represents the function min(.,0).
An increase in the buffers leads to an increase in the RTT of packets. Hence,
RTT on a congested path is larger than the base RTT, which is defined as the sum
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of propagation and processing delays on the path of a packet. The queueing delay at
the ™" link, d;, is a nonlinear function of the excess flow on that link, given by

{1();1 _ Cz)} . . i di(t) = dimax

G
. 1 .
di(x,t) = a(iz -(), if 0 < d(t) < djmax (23)
1 +
|:(X1Cl):| R ifdl(t) =0
G

in accordance with the buffer model described in (22), with d; yax := b} ax/C being
the maximum possible queueing delay. Here, d; denotes (9d;(t)/dt). Thus, the total
queueing delay, D;, a user experiences is the sum of queueing delays on its path,
namely D;(X,t) = Y eg, di(X,t), i € .4 , which we henceforth write as D;(t), i € ./ .

4.1.1 Assumptions

Additional assumptions of the extended model presented are:

1. The effect of individual packet losses on the flow rates are ignored. This ap-
proximation is reasonable as one of the main goals of the developed rate control
scheme is to minimize or totally eliminate packet losses.

2. The utility function U;(x;) of the i user is assumed to be strictly increasing and
concave in x;.

3. The effect of a user i on the delay, D;(r), s/he experiences is ignored. This as-
sumption can be justified for networks with a large number of users, where the
effect of each user is vanishingly small. Furthermore, from a practical point of
view, it is extremely difficult, if not impossible, for a user to estimate its own
effect on queueing delay.

4.2 Equilibrium Solution

As in Section 3, define a cost function for each user as the difference between pricing
and utility functions. However, here the pricing function of the i user is linear in
x; for each fixed total queueing delay D; of the user, and is linear in D; with a fixed
X;, i.e. it is a bi-linear function of x; and D;. The utility function U;(x;) is assumed
to be strictly increasing, differentiable, and strictly concave in a similar way and
it basically describes the user’s demand for bandwidth. Accordingly, variations in
RTT are utilized as the basis for the rate control algorithm. The cost (objective)
function for the i user at time ¢ is thus given by

Ji(x,t) = o;D;(t) x; — Ui(x;) , (24)
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which s/he wishes to minimize. In accordance with this objective, again a gradient-
based dynamic model is considered where each user changes its flow rate in pro-
portion with the gradient of its cost function with respect to its flow rate, x; =
—8J,-(x)/8xi.

Taking into consideration also the boundary effects, the rate control algorithm
for the i user is:

[ dU; (x; o
_ dI)(c, i) _ O‘iDi(t)_ o 1 X = X max
dU;(x;
Xi = # — OC,'D,'(I), if0<x < Ximax 25)
i
[dU; (x; 1.
dl)(Cil)—(X,‘D,'(l)- , ifx;=0.

Then, for a general network topology with multiple links, the generalized system is
described by

d i\Ai

xi(t): l;(X)— iDl(t)vl:17"'aM7
_ax; (26)
X1

diit)y=——-1,1=1 L

l() Cl ) ) sy

with the boundary behavior given by (23) and (25). Define the feasible set 2 (as
before) as

Q ={(x,d) € R"™:0 < x; < ximaxand 0 < dj < dj e , Vi 1},

where dj ;q¢ and X; ;4 are upper bounds on d; and x;, respectively. Define d,, :=
[dl,maxa cee adL,max]-

Existence and uniqueness of an inner equilibrium on the set € is now investi-
gated under the assumption of X; ,,qx > C;,VI. Toward this end, assume that A is a
full row rank matrix with M > L, without any loss of generality. This is motivated by
the fact that non-bottleneck links on the network have no effect on the equilibrium
point, and can safely be left out.

Theorem 4. Let 0 < @ jnin < 0 < O ax, Vi € A where the elements of the vector
Onax are arbitrarily large, and A be of full row rank. Given X, if Gyin and dpgy
satisfy
0 < maxd(pin, X) < dypay,
xeX

where d(a,x) is defined in (30), then the system (26) has a unique equilibrium point,
(x*,d*), which is in the interior of the set Q.

Proof. Supposing that (26) admits an inner equilibrium and by setting x;(¢) and d (¢)
equal to zero for all / and i one obtains

Ax=C (27)

fla,x)=A"d , (28)
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where d := [d},...,d;]" is the delay vector at the links, C is the capacity vector
introduced earlier, and the nonlinear vector function f is defined as

1 dU; 1 duy]’

flo,x) = | — ey —
( ’X) (04] dxl’ ’OCM dxy

(29)

Define X := {x € RM : Ax = C} as the set of flows, x, which satisfy (27).
Multiplying (28) from left by A yields

Af(o,x*) =AATd.

Since A is of full row rank, the square matrix AAT is full rank, and hence invertible.
Thus, for a given flow vector x and pricing vector ¢,

d(a,x) = (AAT)'Af(a,x), (30)

is unique. From the definition of f, d(a, x) is a linear combination of p;(x;)/ o, and
hence, strictly decreasing in ¢. Since the set X is compact, the continuous function
d(a,x) admits a maximum value on the set X for a given a. Therefore, for each
€ > 0 one can choose the elements of o,y sufficiently large such that

0 < maxd( Oy, X) < €.
xeX

In addition, given X and d,;,4x, one can find o, such that

0 < maxd(pin,X) < dpax, (31)
xeX

Hence, there is at least one inner equilibrium solution, (x*,d*), on the set 2, which
satisfies (27) and (28).

The uniqueness of the equilibrium is established next. Suppose that there are two
different equilibrium points, (xj,d]) and (x3,d}). Then, from (27) it follows that

AX;—x3)=0 < (xj—x3)"AT =0.
Similarly, from (28) follows
for,x7) —f(o,x3) = AT (d} — d3) .

Multiplying this with (x; —x3)” from left one obtains

(xp —x3)" [f(or, x7) — £, x3)] = 0

Rewrite this as

=0.

* * 1 dUl (x]ki> dUl (le')
(Xli_XZi)ai dx; - dx;

o

Il
-
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Since U;’s are strictly concave, each term (say the i-th one) in the summation
is negative whenever xj,; # x5, with equality holding only if x}; = x3,. Hence, the
point x* has to be unique, that is X" = X} = x5. From this, and (26), it immediately
follows that D;,i = 1,...,M, are unique. This does not however immediately imply
thatd;,[ =1,...,L, are also unique, which in fact may not be the case if A is not full
row rank. The uniqueness of d;’s, however, follow from (30), where a unique d* is
obtained for a given equilibrium flow vector x*:

d* = (AAT)'Af(a,x").

Thus, (x*,d*), following from (27) and (28), constitutes a unique inner equilibrium
point on the set 2. 0O

4.3 Stability Analysis

The rate control scheme and accompanying system described by (26) is first shown
to be globally asymptotically stable under a general network topology in the ideal
case. Subsequently, the global stability of the system is investigated under arbitrary
information delays, denoted by r, for a general network with a single bottleneck
node and multiple users. The case of multiple users on a general network topology
with multiple links is omitted since the problem in that case is quite intractable
under arbitrary information delays.

4.3.1 Instantaneous Information Case

The stability of the system below can easily be established under the assumption
that users have instantaneous information about the network state. Alternatively,
this case can be motivated by assuming that information delays are negligible in
terms of their effects to the rate control algorithm.

Defining the delays at links, d;, and user flow rates, x;, around the equilibrium as
cfl :=d; —d] and &; := x; — xj, respectively, for all / and i, one obtains the following
system inside the set £ and around the equilibrium:

q=L2 Y ma=1..L (32)

where D; = ¥cp. dj, and g;(%;) is defined as

B dU;(x; dU;(xt
i) i= 25 LORE),

Define next a positive definite Lyapunov function
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1 L

@)+ Y Ci(d)*. (33)
i=1 % =1

The time derivative of V (%,d) along the system trajectories is given by

M
V(x,d) =) (2/04)gi(%) % <0,
=1

where the inequality follows because g;(%)% < 0, Vi. Thus, V(%,d) is negative
semidefinite. Let § := {(%,d) € RM*L : V(%,d) = 0}. It follows as before that
S = {(%,d) € RM*L : g = 0}. Hence, for any trajectory of the system that belongs
identically to the set S, we have X = 0. It follows directly from (32) and the fact that
£i(0) =0 Vi that

£=0=>x=0=D,=0Yi=d, =0VI,

where the last implication is due to the fact that D = AT d* and the matrix A is of
full row rank. Therefore, the only solution that can stay identically in S is the zero
solution, which corresponds to the unique inner equilibrium of the original system.
As aresult, the system (32) is globally stable under the assumption of instantaneous
information.

4.3.2 Information Delay Case

The preceding analysis is generalized to account for information delays in the sys-
tem by introducing user specific maximum propagation delays r = [ry,...,ry] be-
tween a bottleneck link and the users. The system is assumed to have a unique inner
equilibrium point (x*,d*) as characterized in Section 4.2. Modifying the system
equations around this equilibrium point by introducing the associated maximum
propagation delays, one obtains

. M
de)= £ Y 5 —ri). .

Then, the i’ users rate control algorithm is

0

. M
(1 —ri) = gi(%i(t — 1)) — eud (1) + %[ Y 5j(t+s—r;)ds.

2)‘l‘ ]:1
Define again a positive definite Lyapunov function:
M

1 5 MM 0 t
Vi) = Y 6 7))+ Cd0)? + % > /7 . /tﬂx,?(uf r)duds.  (35)
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Taking the derivative of V along the system trajectories yields

o 2 )
V(x,d) =Y, agi(xi(f —ri))%(t —ri)

1 1
‘*‘&fozri ?ilz}yzl2fi(f—ri)fj(t+s—rj)ds
+7

C Y fi)Zr,v[iiz(t —r) =X (t+s5—7))ds.

This derivative V is bounded from above by

AMr; _
C lxiz(l‘— ri).

Hence, it can be made negative semi-definite by imposing a condition on the
maximum delay in the system, 7,4, := max; r;. Let S := {(%,d) € Q : V(%,d) = 0}.
It follows as before that § = {(%,d) € Q : £ = 0}. Therefore, for any trajectory of the
system that belongs identically to the set S, X = 0. It also follows directly from (34),

and the fact that g;(0) = 0 Vi, that
x=0=x=0=>d=0,

where the fact that the matrix A is of full row rank is used. Consequently, the only
solution that can stay identically in S is the zero solution, which corresponds to the
unique equilibrium of the original system. As a result, the system (34) is asymp-
totically stable by LaSalle’s invariance theorem [22] if the maximum delay in the
system, 7y, satisfies the condition

r kmin E (3 6)
max zamax M )
where Q. and k,,;, are defined as
Opax = Max o
1
. . X (37)
Kinin := min inf g(~ /) .
i *X? Siigxi.ma)cfx;k Xi

The following theorem summarizes this result:

Theorem 5. Let the conditions in Theorem 4 hold such that the system

x,-(t):%xi_(t))—aid(x,t—r), i=1,....M,
) 1 M
d(t) = szi(t_ri)_la

i=1

admits a unique inner equilibrium point (x*,d*). This system is globally asymptoti-
cally stable, if the maximum delay, 1y, in the system satisfies the condition
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kmin C

20pax M’

Tmax <

where Qg and ki, are defined in (37).

Notice that the bound on the maximum delay required for the stability of the
system is affected by, among other things, the maximum pricing parameter and the
capacity per user C/M. Since the link capacity C will be provisioned in the network
design stage according to the expected maximum number of users the proposed
algorithm is in practice scalable for the given capacity per user.

5 Robust Rate Control

The link capacities C on a network fluctuate due to short-lived background traffic as
well as due to the inherent characteristics of the network, e.g. as a result of fading
in the case of wireless networks. Relaxing the assumption on the knowledge of the
available bandwidth B at a bottleneck link, it is possible to define a function of it,
w(B), simply as an input to end users instead of attempting to model it explicitly.
Then, define a system from the perspective of a user i € .# which keeps track of the
available bandwidth on a bottleneck link shared by M — 1 others. The system state
s; reflects from the perspective of device i roughly the bandwidth availability on its
path. Then, the system equation for user i is

Si=as;+bu;+w, (38)

where u; represents the control action of the user. The parameters a < 0 and b < 0
adjust the memory horizon (the smaller a the longer the memory) and the “expected”
effectiveness of control actions, respectively, on the system state s;. The user i bases
its control actions on its state which not only takes as input the current available
bandwidth but also accumulates the past ones to some extent. It is also possible to
interpret the system (38) as a low pass filter with input w and output s.

Based on the discussion above, the following rate control scheme which is ap-
proximately proportional to the control actions, is proposed:

Xi = —Qxi+u, (39)

where ¢ > 0 is sufficiently small. Although this rate update scheme seems discon-
nected from the system in (38) it is not the case as we show in the next section. As
a result of w being a function of the available bandwidth B = C — ZkM:1 Xy, which in
turn is a function of the link capacity and aggregate user rates, the systems (38) and
(39) are connected via a feedback loop.

For simplicity, the coefficient of u; is chosen to be 1 in (39). Since a rate update
of a device will have the inverse effect on the available bandwidth, the parameter
b in (38) is naturally picked to be negative. Notice that this is a “bandwidth prob-
ing scheme” in a sense similar to additive-increase multiplicative-decrease (AIMD)
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feature of the well-known transfer control protocol (TCP). However, in this case
the user decides on the rate control action by solving an optimization problem. The
objectives of this problem include full bandwidth-utilization while preventing ex-
cessive rate fluctuations leading to instabilities and jitter.

5.1 Equilibrium and Stability Analysis for Fixed Capacity

In order to compute the control actions u given the state s, consider a linear feed-
back control scheme of the general form u = 6s, where 0 is a positive constant.
An equilibrium and stability analysis of the system (38) and (39) is conducted un-
der this general class of linear feedback controllers for a single bottleneck link of
fixed capacity C shared by M users. The analysis of this special fixed-capacity case
provides valuable insights to the original problem.
By ignoring the noise in the system, make the simplifying assumption of w :=
C—YM, x;. Then,
Si=asi+b0si+C—YM  x;
(40
Xi=—0x;+0s;, i=1,....M.
At the equilibrium -which is unique, and is asymptotically stable- s; = x; = 0 Vi.
Solving for equilibrium values of s; and x; for all i, denoted by s} and x}, respec-
tively, one obtains

o co
LT M —(a+b0)¢
and
i C¢
Sl = —7
OM — (a+b0)¢

which are unique, under the negativity of a and b and positivity of 8, as long as
¢ >0.As ¢ — 07, it follows that }';x; — C. Thus, as ¢ approaches to zero from the
positive side, linear feedback controllers of the form u = 6s, where 6 > 0 ensure
maximum network usage when the capacity C is fixed and there is no noise. Notice
that the equilibrium rate x* is on the order of C/M and usually much larger than
zero, which constitutes a physical boundary due to nonnegativity constraint.
It is next proven that the linear system (40) is stable and asymptotically converges
to the equilibrium point whenever ¢ > 0. Toward this end, sum the rates x; in (40)
to obtain
Si=—usi—x+C, i=1,....M
4D
f= i+ 0Y, s,

where ¥ := Zﬁ‘il x;and i := —(a+b0O) > 0. We can rewrite (41) in the matrix form
as
y=Fy+[c--Col,
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where y := [s; -+ sp %] . Then, it is straightforward to show that the characteristic
function of the (M + 1) dimensional square matrix F has the form

detA1—F)= A+ A2+ (u+¢)A +uo+M6] =0.

Notice that, F has M — 1 repeated negative eigenvalues at A = —u and two addi-
tional eigenvalues at

1 1
Mo = *E(IJWL(P)iE (L—¢)*—4M6.

If (U — )% < 4M 8, then both of these eigenvalues are imaginary with negative real
parts. Otherwise, we have 1+ ¢ > |14 — ¢| and both eigenvalues are negative and
real. Therefore, all eigenvalues of F' always have negative real parts and the linear
system (41) is stable.

It immediately follows that s; is always finite and converges to the equilibrium,
and from the second equation of (40), x; has to be finite and converges for all i. Thus,
the original system (40) is stable.

5.2 H”-Optimal Rate Control

Having obtained thereof equilibrium state of (40) and shown its asymptotic stability
for fixed capacity, it is analyzed for robustness. First, rewrite the system (40) around
the equilibrium point (s}, x}) Vi to obtain

Si=adithiitw (42)
Xi=—0x4+065, i=1,....M,

where §; 1= s; — 57, & := x; — X}, and @; := u; — u}. Then, reformulate the rate con-
trol objectives described earlier within a disturbance rejection problem around the
equilibrium. Subsequently, H* optimal control theory allows for removal of all the
simplifying assumptions of the previous subsection on w and solve the problem in
the most general case. By viewing the disturbance (here the available bandwidth)
as an intelligent maximizing opponent in a dynamic zero-sum game who plays with
knowledge of the minimizer’s control action, the system is evaluated under the worst
possible conditions (in terms of capacity usage). Then, users determine their control
actions that will minimize costs or achieve the objectives defined under these worst
circumstances [9], resulting in a robust linear feedback rate control scheme.

Notice that, a time scale separation is assumed to exist between the variations in
capacity C(t) and the rate updates x(¢). With a sufficiently high update frequency
each device can track the variations at the equilibrium point caused by the random
capacity fluctuations. The robustness properties of H* optimal controller also play
a positive role here.
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The system (38) can be classified as continuous-time with perfect state measure-
ments due to the state §; being an internal variable of user i. Next, an H”-optimal
control analysis and design is provided by taking this into account. First, introduce
the controlled output, z;(t), as a two dimensional vector:

zi(t) == [hsi(r) gii(1)]”, (43)

where g and & are positive preference parameters. The cost of a user that captures
the objectives defined and for the purpose of H* analysis is the ratio of the Z?-norm
of z; to that of w:
L) = 1L (44)
[l

where ||z := [5 |zi|*d, and a similar definition applies to ||w||2. Although being
a ratio, L; is referred to as the (user) cost in the rest of the analysis. It captures the
proportional changes in z; due to changes in w. If ||w|| is very large, the user cost
L; should be low even if ||z;|| is large as well. A large ||z;|| indicates that the state
|3;] and/or the control |u;| have high values reflecting and reacting to the situation,
respectively. However, they should not grow unbounded, which is ensured by a low
cost, L;. For the rest of the analysis, the subscript i denoting the user i is dropped for
ease of notation.

H”-optimal control theory guarantees that a performance factor will be met. This
factor 7, also known as the H* norm, can be thought of as the worst possible value
for the cost L. It is bounded below by

y* :=infsup L(i,w), (45)
Uy
which is the lowest possible value for the parameter 7. It can also be interpreted as
the optimal performance level in this H* context.
In order to solve for the optimal controller (L (§), a corresponding (soft-constrained)
differential game is defined, which is parametrized by 7,

y(a,w) = ||2]* = 7[|wl. (46)

The environment is assumed to maximize this cost function (as part of the worst-
case analysis) while the objective of the user is to minimize it. The optimal control
action i = [1y(§) can be determined from this differential game formulation for any
Y> 7

This controller is expressed in terms of a relevant solution, oy, of a related game
algebraic Riccati equation (GARE) [9]:

2a0 — (bz—l) oZ+h =0 (47)
g 7 '

By the general theory [12], the relevant solution of the GARE is the “minimal”
one among its multiple nonnegative-definite solutions. However, in this case, since
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the GARE is scalar, and the system is open-loop stable (that is, a < 0), the GARE
(which is a quadratic equation) admits a unique positive solution for all ¥ > y*, and
the value of y* can be computed explicitly in terms of the other parameters. Solving

for the roots of (7):
—a+va?—Ah?
=T

where

1 v

Yoo
The parameter A could be both positive and negative, depending on the value of ¥,
but for y close in value to y* it will be positive. Further, y* is the smallest value of y
for which the GARE has a real solution. Hence,

3 2 p2]7!
Y:{ hz*gz] |

Finally, a controller that guarantees a given performance bound y > y* is:

Uy = Uy(s) = — <:2 Gy) s. (48)
This is a stabilizing linear feedback controller operating on the device system state
s, where the gain can be calculated offline using only the linear quadratic system
model and for the given system and cost parameters.

It is important to note that although the analysis and controller design are con-
ducted around the equilibrium point, the users do not have to compute the actual
equilibrium values. In other words, (48) can be equivalently written in terms of iy
and *. In practice, the H”-optimal rate control scheme is implemented as follows:
each user i keeps track of the measured available bandwidth B; on the network via
the state equation (38), which takes the respective w;(B;) as input. Then, the linear
feedback control ; is computed in (48) for a given set of system (a,b) and prefer-
ence (h,g) parameters. Finally, each user updates its flow rate using (39) on each
network. A discretized version of the algorithm is summarized in Figure 1.

Input: Available bandwidth B measurements on the network;
Parameters: User preferences (a,b) and (h,g);
Output: Feedback control u for each user and rate x;

Measure current available bandwidth (w) ;
Update s using (38) ;

Compute u using (48) ;

Update flow rate x using (39) ;

Fig. 1 H”-optimal rate control scheme from a user perspective.
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6 Discussion

The multi-faceted and complex nature of the rate allocation and control problem
allows for a variety of approaches and diverse solutions. The objectives of efficiency,
fairness, and incentive-compatibility can be formulated in a variety of ways and
can even be conflicting in many cases. Furthermore, the network models used for
analysis may abstract different aspects of the underlying complex networks. It is,
therefore, not surprising to observe the existence of a huge literature on the topic.

Section 3 has presented a game-theoretic framework that addresses the cases
where users on the network are selfish and noncooperative. In other words, users
do not follow a cooperative protocol out of goodwill as in TCP and decrease their
flow rates voluntarily when there is a congestion, but want as much bandwidth as
they can get in all situations. To prevent undesirable outcomes such as congestion
collapse, pricing is proposed as an enforcement mechanism. The solution concept
adopted is the Nash equilibrium, where no user has an incentive to deviate from it.

Section 4 has studied a primal-dual algorithm to solve a distributed optimization
(maximization) of a global objective function, which is defined as the sum of user
utilities, under capacity constraints. Its solution can be interpreted as a social opti-
mum where the resulting flow rates are also proportionally fair for logarithmic user
utilities. Here, the users are assumed to be cooperative in the sense that they follow a
primal-dual distributed algorithm and ignore their own effect on the outcome when
making decisions. Although this approach is mathematically similar to the one in
Section 4, the solution point is not a proper Nash equilibrium, and hence the users
have to be cooperative to achieve it.

Unlike the previous two sections, Section 5 has focused on robustness with re-
spect to parameter changes in the problem instead of optimization. A well known
method, H”-optimal control, from control theory is used to design a distributed rate
control scheme, where each user measures the current system state and acts inde-
pendently from others. One of the main aspects of the resulting algorithm is its
adaptive nature to the variations in total available bandwidth. Such variations in ca-
pacity are more the rule rather than exception in wired networks due to short lived
or unresponsive flows and in wireless networks due to channel fading (fluctuation)
effects.

While the formulations in Sections 3, 4, and 5 share some common aspects, such
as the underlying network model, they differ from each other in terms of their em-
phasis. The rate control game of Section 3 focuses mainly on incentive compatibil-
ity and adopts Nash equilibrium as the preferred solution concept. The primal-dual
scheme of Section 4 solves a global optimization problem defined as the maximiza-
tion of sum of user utilities. It also extends the basic fluid network model by taking
into account the queue dynamics and is built upon available information to users for
decision making. The robust rate control scheme of Section 5 emphasizes robustness
with respect to capacity changes and delays. It also differs from the previous two,
which share a utility-based approach, by focusing mainly on fully efficient usage of
the network capacity rather than user utilities.
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In conclusion, the three control and game-theoretic formulations presented pro-
vide diverse insights to the problem through rigorous mathematical analysis instead
of focusing on a single specific system with a certain set of preferences and assump-
tions. Although implementation and architectural aspects have not been discussed
here, it is hoped that the sound mathematical principles derived will be useful as a
basis for engineering future rate control schemes.

Acknowledgements The author thanks Tamer Basar and Jatinder Singh for their contributions
and Cigdem Sengiil for her insightful comments.

References

1. T. Alpcan and T. Basar, “A variable rate model with QoS guarantees for real-time internet traf-
fic,” in Proc. of the SPIE Internat. Symp. on Information Technologies, vol. 2411, November
2000.

2. ——, “A game-theoretic framework for congestion control in general topology networks,” in
Proc. of the 41st IEEE Conference on Decision and Control, Las Vegas, NV, December 2002,
pp- 1218-1224.

3. ——, “Global stability analysis of an end-to-end congestion control scheme for general topol-
ogy networks with delay,” in Proc. of the 42nd IEEE Conference on Decision and Control,
Maui, HI, December 2003, pp. 1092 — 1097.

4. ——, “Global stability analysis of an end-to-end congestion control scheme for general
topology networks with delay,” Elektrik, the Turkish Journal of Electrical Engineering
and Computer Sciences, Tubitak, vol. 12, no. 3, pp. 139-150, November 2004. [Online].
Available: papers/Alpcan-Basar-Elektrik.pdf

5. ——, “A utility-based congestion control scheme for Internet-style networks with delay,”
1EEE Transactions on Networking, vol. 13, no. 6, pp. 1261-1274, December 2005.

6. T. Alpcan, J. P. Singh, and T. Basar, “Robust rate control for heterogeneous network access in
multi-homed environments,” IEEE Transactions on Mobile Computing, (to appear). [Online].
Available: papers/alpcan-tmcfinall.pdf

7. E. Altman and T. Bagar, “Multi-user rate-based flow control,” IEEE Transactions on Commu-
nications, vol. 46(7), pp. 940-949, july 1998.

8. E. Altman, T. Basar, T. Jimenez, and N. Shimkin, “Competitive routing in networks with
polynomial costs,” IEEE Transactions on Automatic Control, vol. 47(1), pp. 92-96, January
2002.

9. T. Basar and P. Bernhard, H*-Optimal Control and Related Minimax Design Problems: A
Dynamic Game Approach, 2nd ed. Boston, MA: Birkhiduser, 1995.

10. T. Basar and G. J. Olsder, Dynamic Noncooperative Game Theory. 2nd ed. Philadelphia, PA:
SIAM, 1999.

11. T. Bagar and R. Srikant, “Revenue-maximizing pricing and capacity expansion in a many-
users regime,” in Proc. IEEE Infocom, New York, June 2002.

12. D. Bertsekas and R. Gallager, Data Networks. 2nd ed. Upper Saddle River, NJ: Prentice
Hall, 1992.

13. L. S. Brakmo and L. L. Peterson, “TCP vegas: End to end congestion avoidance on a global
internet,” IEEE Journal on Selected Areas in Communications, vol. 13, no. 8, pp. 1465-1480,
1995. [Online]. Available: citeseer.nj.nec.com/brakmo95tcp.html

14. S.Deb and R. Srikant, “Global stability of congestion controllers for the internet,” IEEE Trans-
actions on Automatic Control, vol. 48, no. 6, pp. 1055-1060, June 2003.



Distributed and Robust Rate Control for Communication Networks 31

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

A. Elwalid, “Analysis of adaptive rate-based congestion control for high-speed wide-area net-
works,” in Proc. of IEEE International Conference on Communications (ICC), vol. 3, Seattle,
WA, June 1995, pp. 1948 — 1953.

S. Floyd and K. Fall, “Promoting the use of end-to-end congestion control in the internet,”
IEEE/ACM Transactions on Networking, vol. 7, no. 4, pp. 458 —472, August 1999. [Online].
Available: citeseer.nj.nec.com/article/floyd99promoting.html

J. K. Hale and S. M. V. Lunel, Introduction to Functional Differential Equations, ser. Applied
Mathematical Sciences. New York, NY: Springer Verlag, 1993, vol. 99.

V. Jacobson, “Congestion avoidance and control,” in Proc. of the Symposium on
Communications Architectures and Protocols (SIGCOMM), Stanford, CA, August 1988, pp.
314-329. [Online]. Available: citeseer.ist.psu.edu/jacobson88congestion.html

R. Johari and D. Tan, “End-to-end congestion control for the Internet: delays and stability,”
IEEE/ACM Transactions on Networking, vol. 9, no. 6, pp. 818-832, December 2001.

F. Kelly, A. Maulloo, and D. Tan, “Rate control in communication networks: shadow prices,
proportional fairness and stability,” Journal of the Operational Research Society, vol. 49, pp.
237-252, 1998.

F. P. Kelly, “Charging and rate control for elastic traffic,” European Transactions on Telecom-
munications, vol. 8, pp. 33-37, January 1997.

H. K. Khalil, Nonlinear Systems. 2nd ed. Upper Saddle River, NJ: Prentice Hall, 1996.

S. Kunniyur and R. Srikant, “A time-scale decomposition approach to adaptive explicit con-
gestion notification (ECN) marking,” IEEE Transactions on Automatic Control, vol. 47(6), pp.
882-894, June 2002.

R. J. La and V. Anantharam, “Charge-sensitive TCP and rate control in the internet,” in Proc.
IEEE Infocom, 2000, pp. 1166—1175. [Online]. Available: citeseer.nj.nec.com/320096.html
S. Liu, T. Basar, and R. Srikant, “Controlling the Internet: A survey and some new results,” in
Proc. of 42nd IEEE Conference on Decision and Control, Maui, Hawaii, December 2003.

S. H. Low and D. E. Lapsley, “Optimization flow control-i: Basic algorithm and convergence,”
IEEE/ACM Transactions on Networking, vol. 7, no. 6, pp. 861-874, December 1999.

L. Massoulie, “Stability of distributed congestion control with heterogeneous feedback de-
lays,” IEEE Transactions on Automatic Control, vol. 47, no. 6, pp. 895-902, June 2002.

J. Mo, R. J. La, V. Anantharam, and J. C. Walrand, “Analysis and comparison of TCP
reno and vegas,” in Proc. IEEE Infocom, 1999, pp. 1556-1563. [Online]. Available:
citeseer.nj.nec.com/331728.html

J. Mo and J. Walrand, “Fair end-to-end window-based congestion control,” IEEE/ACM Trans-
actions on Networking, vol. 8, p. 556 567, October 2000.

A. Orda, R. Rom, and N. Shimkin, “Competitive routing in multiuser communication net-
works,” IEEE/ACM Transactions on Networking, vol. 1, pp. 510-521, October 1993.

R. Srikant, The Mathematics of Internet Congestion Control, ser. Systems & Control: Foun-
dations & Applications. Boston, MA: Birkhauser, 2004.

G. Vinnicombe, “On the stability of networks operating tcp-like congestion contro,” in Proc.
1FAC Wor 15thld Congress on Automatic Control, Barcelona, Spain, July 2002.

J. Wen and M. Arcak, “A unifying passivity framework for network flow control,” in Proc. of
the IEEE Infocom, San Francisco, CA, April 2003.

H. Yaiche, R. R. Mazumdar, and C. Rosenberg, “A game theoretic framework for band-
width allocation and pricing in broadband networks,” IEEE/ACM Transactions on Networking,
vol. 8, pp. 667-678, October 2000.

J. A. Yorke, “Asymptotic stability for one dimensional differential-delay equations,” Journal
of Differential Equations, vol. 7, pp. 189-202, 1970.



